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Client Security in the Enterprise

Holding risk at bay

Hungarian system integrator WSH offers customers protection against laptop loss and theft with Symantec security
software and Intel® Anti-Theft Technology

Symantec.

"Symantec PGP WDE and RDD
with Intel Anti-Theft Technology
runs in the background, protecting
the laptop without interfering with
the user experience, offering both

software and hardware security
protection without noticeably

1

slowing down the device!

Raébert Sali,
Head of System Integration, WSH

CHALLENGES

= Insuring laptops. System integrator WSH wanted to protect the security of its laptop
fleet, which contains sensitive third-party data, against loss and theft

= Introducing new services. Based on its own experience of securing laptops, WSH also
wanted to introduce a value-add client security service for its customers in order to in-
crease revenue

SOLUTIONS

= Safeguarding data. Rolled out Symantec PGP* Whole Disk Encryption* (WDE*) and Remote
Disable and Destroy* (RDD*) with Intel® Anti-Theft Technology’ (Intel® AT) to its entire
laptop fleet

IMPACT

= Superior security. WSH can now lock down lost or stolen laptops, disabling access to data
even if the device is out of reach

= Reaching customers. Based on its own positive experience, WSH recommends laptops
powered by 2nd generation Intel® Core™ processors with Intel AT, together with Symantec
PGP WDE and RDD, to customers

= Increasing revenue. Ability to offer complementary 24/7 remote monitoring and man-
agement services to customers strengthens WSH's portfolio and increases revenue

Rising security risks

Laptop loss and theft are on the rise. According to the Hungarian National Police Headquar-
ters, 3,376 laptops were lost or stolen in Hungary in 20112, The estimated value of these
laptops was HUF 1.05 billion (GBP 2.9 million), while the associated security risks for corpo-
rations and mobile workers were immeasurable. More than ever before, enterprises need
a reliable way to deter laptop theft and, if theft or loss does occur, the means to disable
access to or destroy the stolen data even if the machine is out of reach.

As Symantec's largest solution supplier in Hungary, system integrator WSH Szdmitdstechnikai,
Oktatd és Szolgdltatd Kft. (WSH) was eager to protect the security of its own laptop fleet,
especially against loss and theft. To this end, it was one of the first organizations in Hungary
to use Intel and Symantec's jointly-developed security solution - PGP WDE and RDD with
Intel AT - to secure laptops.

Based on its own positive experience using this solution, WSH decided to recommend laptops
powered by 2nd generation Intel Core processors with Intel AT, together with Symantec
PGP WDE and RDD, to customers. By doing so, it would be able to introduce a new revenue
stream, helping it to improve competitiveness.

Laptop lockdown

Intel AT is available on select 2nd generation Intel Core and Core vPro™ processor family-based
laptops when activated with a subscription from an Intel AT-enabled service such as Symantec
PGP WDE and RDD.

Symantec PGP WDE and RDD with Intel AT helps businesses minimize the risk of data breaches
by giving IT the ability to trigger a full system lockdown and seal critical cryptographic ma-
terials. At the simplest level, it deters would-be thieves by displaying the Intel AT and PGP
WDE logo.
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At the heart of the solution is a protected
area, physically embedded in each Intel Core
processor equipped with Intel AT, where
Symantec encryption algorithms can run se-
curely, providing resistance against tampering.
Since these security mechanisms are embed-
ded in the hardware, data is protected even
if the thief applies extreme measures such
as reimaging the operating system, changing
the boot order, installing a new hard drive,
booting from an alternative device, or break-
ing connections with the network.

For example, if a thief removes the hard disk
and tries to access it from another computer,
the data is encrypted and the information is
locked. The only way to access this informa-
tion is to call the help desk and retrieve a
one-time token.

In addition, security-protected local timers
can detect suspicious behavior, such as an
excessive number of login attempts, an un-
usually long time before credentials are en-
tered, or failure to check in with the PGP
Universal Server. The PGP Universal Server
provides a central management platform for
activating, configuring policies, and monitoring
systems protected by PGP WDE with RDD.

Alternatively, if a user calls IT to report a

stolen laptop, an administrator can flag the
laptop on the PGP Universal Server as stolen.
The laptop then receives a poison pill sent by
IT and immediately goes into a special “stolen”
mode. The laptop also sends an acknowledg-
ment to the server that the poison pill was
received. This is important for organizations
exempt from data-breach notification regula-
tions that contain an encryption safe harbor.

If and when a laptop is recovered, reactivation
is straightforward: PGP WDE includes support
for IT-managed pass-phrase recovery (using
a recovery token). PGP WDE also includes

ANTITHEFT
TECHNOLOGY

Full system lockdown
helps businesses minimize
risk of data breaches

support for Intel® Active Management Tech-
nology (Intel® AMT)3, which enables remote
access to systems encrypted with PGP WDE.

Like an anti-virus application, Symantec PGP
WDE and RDD with Intel AT runs in the back-
ground, protecting the laptop without inter-
fering with the user experience, offering
both software and hardware security pro-
tection without noticeably slowing down the
device. In addition to 2nd generation Intel
Core and Core vPro processor family-based
laptops, Intel AT will also be available on all
of Intel's 2nd generation Ultrabook™ devices.

Why WSH?

WSH offers customers planning and 24/7 re-
mote monitoring and management services
which complement Symantec PGP WDE and
RDD with Intel AT. Its long-standing relation-
ship with Intel means that it has the know-
how to advise customers on best practices
in deploying and managing Intel AT.

“We offer a lot of training sessions for IT
managers at our education centers. Here,
using our demonstration suite, we show them
what Symantec PGP WDE and RDD with Intel
AT is capable of,” said Rébert Sali, head of
system integration at WSH. “IT managers
are able to try out the technology first hand,
remotely locking down and reactivating de-
vices in real-life scenarios.

“If they like what they see,” Sali continued,
“then we can sell them a new laptop fleet
powered by 2nd generation Intel Core vPro
processors with Intel AT, together with
Symantec WDE and RDD. Alternatively, if
they already have laptops powered by Intel
Core vPro processors with Intel AT we are
able to help activate the anti-theft compo-
nent for them. Whatever the customer’s
need, we'll find a solution.

Spotlight on WSH

WSH Szamitastechnikai, Oktato és Szol-
galtatod Kft. has had a presence in the
Hungarian IT market segment since 1995.
Wholly Hungarian owned, its primary
business lies in organizing professional
IT training, providing IT consultancy and
support and advice around IT security, as
well as systems integration. For further
information, visit: www.wsh.hu

“Protecting data is significant for small busi-
nesses and sole traders as well as large cor-
porations,” Sali said. “Physicians and lawyers,
for example, use laptops on a daily basis. If
they were to lose their laptops or if they
were to get stolen, sensitive data may get
into the wrong hands, causing them huge
problems. Many of these businesses do not
have their own dedicated IT departments
to offer them assistance, and this is where
we can really add value by offering them a
round-the-clock managed service for a
fixed monthly or annual fee.”

WSH is able to manage all client devices from
the central management console, regardless
of whether they are connected to the cor-
porate network or not. It can monitor the
location of the equipment with the help of
Web-based mapping services using GPS or
Wi-Fi. Any confidential data can be remotely
deleted and an audit log file created to comply
with government and corporate requirements
relating to data protection.

Finally, WSH customers can also take advan-
tage of the wider remote management ca-
pabilities of Intel® vPro™ technology?, either
managed in-house by their own IT depart-
ment or as part of a managed service of-
fered by WSH. In many cases, the IT manager
is able to remotely diagnose and resolve IT
problems, eliminating the need for costly
and time-consuming desk-side visits.

Visit Intel's Technology Provider website at www.inteltechnologyprovider.com

Find the solution that's right for your organization. Contact your Intel representative, visit
Intel's Business Success Stories for IT Managers (www.intel.co.uk/Itcasestudies) or explore
the Intel.com IT Center (www.intel.com/itcenter).
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" Intel® Anti-Theft Technology No system can provide absolute security under all conditions. Requires an enabled chipset, BIOS, firmware, and software, and a subscription with a
capable service provider. Consult your system manufacturer and service provider for availability and functionality. Intel assumes no liability for lost or stolen data and/or systems
or any other damages resulting thereof. For more information, visit http://www.intel.com/go/anti-theft.

2 Source: http://www.lopottlaptop.hu/index.php

3 Intel® Active Management Technology Intel® Active Management Technology requires activation and a system with a corporate network connection, an Intel® AMT-enabled chipset,
network hardware and software. For notebooks, Intel AMT may be unavailable or limited over a host 0S-based VPN, when connecting wirelessly, on battery power, sleeping, hiber-
nating or powered off. Results dependent upon hardware, setup and configuration. For more information, visit http://www.intel.com/technology/platform-technology/intel-amt.

4 Intel® vPro™ technology Intel® vPro™ Technology is sophisticated and requires setup and activation. Availability of features and results will depend upon the setup and configuration
of your hardware, software, and IT environment. To learn more, visit http://www.intel.com/technology/vpro.
This document and the information given are for the convenience of Intel's customer base and are provided “AS IS” WITH NO WARRANTIES WHATSOEVER, EXPRESS OR IMPLIED,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NONINFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS. Receipt or
possession of this document does not grant any license to any of the intellectual property described, displayed, or contained herein. Intel® products are not intended for use in
medical, lifesaving, life-sustaining, critical control, or safety systems, or in nuclear facility applications.
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